
Welcome!     The Event will start at 13:04

 Timeline



“Cyber Security & Internet Fraud”

Strategies to help you protect 
your most valuable assets

10/06/2021



But how much is it worth?

How much does my Credit Card information cost on 
the Dark Web?

Please enter your answer in the Meeting Chat…



But how much is it worth?

$12 - 20



How fast can they use it?



Our Purpose @ Intuity

We believe that every business should have the 
opportunity to grow, improve, thrive and prosper 

in a secure technological environment.  

For us, it’s about protecting companies and 
people’s livelihoods.



Getting to know 
the Threats

• Security & Compliance 
Team

• Emerging & constantly 
changing Threat 
Landscape

• Share the findings and 
appropriate solutions 
to help protect your 
Data





Plan for today:

A Simple Framework

Cyber Threats 2021

State of Play (Irish Research)

Strategies for you



Keep an eye out for this!

• Win a 1 hour CyberSecurity Training 
Session for your Team / Network

– Question will be included in the post-
event questionnaire



Is my organisation set 
up for success?

Are our processes aligned with 
our Business objectives?

Are we leveraging the right Technology 
in the right way?

A Simple Framework for Success

PEOPLE

PROCESS

TECHNOLOGY       

Your Business Strategy

Your Data



Is my organisation set 
up for success?

Are our processes aligned with 
our Business objectives?

Are we leveraging the right Technology 
in the right way?

A Simple Framework for Success

PEOPLE

PROCESS

TECHNOLOGY       



Cyber Threats
Ever-changing threats and how 

to mitigate against them



Cyber Threats

Spear Phishing
Mobile Vulnerabilities
Fileless Malware
Ransomware







Effectiveness * : 

• Phishing 25%

• Spear Phishing 45%

Solutions:

• People: Build your Human Firewall

• Train & Simulate Phishing

• Process: Internet & Email usage policy 

• Technology: Patching systems, Email 
protection, Spam filtering, 
link protection etc. 



Annual Compliance

Simulated Phishing

Promote Awareness

Metrics

Culture Change

Non-Existent

Enjoyable Training
Behaviour Change

Building a Human Firewall!

Security Awareness Maturity Model





Make it interactive

Make it fun & engaging!

Make it relevant

Source: growthengineering.co.uk/what-is-the-forgetting-curve





FluBot – Mobile Vulnerabilities 



Fileless Malware



RansomWare (e.g. Conti, WannaCry)



Conti Ransomware

• “Double Extortion” 
Ransomware

• Restoring your Backups 
may not be enough to 
avoid the ransom / fines





How often do you change your passwords?

77% of respondents rely on their memory to remember passwords

Quarterly



How often do you change your passwords?

77% of respondents rely on their memory to remember passwords

Quarterly





•Half 
of users that 
work from 
home use 
their personal 
cloud services











42,000



This impacts us all

Source: pwc Irish Economic Crime Survey & Silicon Republic

“Here at the Garda National Cybercrime  

bureau we have seen a significant increase in 

the number of Ransomware attacks in 2021.”



• “There has been a noticeable increase in what 
is known as 
Invoice Redirect Fraud.”

• “An awful lot of companies have been hit in 
the last few weeks,”

• “We are getting a couple of cases 
every week now.”







of Data Breaches in 2019 were small businesses

Small Businesses that would be 
unprofitable within one month if effected:



Why this matters…



Our Top Recommendations

Multi-Layered Security Approach



Intuity Top Recommendations
1. Training your team can build a Human Firewall which will reduce the threat of attack

2. Keep your systems up-to-date: Patching operating systems, software, and firmware regularly

3. Use multi-factor authentication where possible

4. Go to the Cloud – securing your data and systems

5. Regularly change passwords and avoid reusing passwords for different accounts (use a password manager)

6. Audit user accounts with administrative privileges and configure access controls with “least privilege”

7. Identify critical information assets such as patient / customer database servers

8. Follow the “3-2-1 Rule” for backups

9. Review Work from home arrangements



Discussion, Q & A



• Apply a multi-layered approach

• Training & Culture of Awareness

• Apply a simple Framework

• Talk to us – we’d be 
delighted to help

• https://www.intuity.ie/connect/subscribe/

• hello@intuity.ie

What Next?

https://www.intuity.ie/connect/subscribe/
mailto:hello@intuity.ie


Notes & Resources

• Notes 

• Resources

• Links

• Recommended reading / listening

• Framework information



Our Top Recommendations (with some extra notes)

Training & Phishing Simulation

•Training your team can build a Human Firewall which will reduce the threat of attack and increase your protection

•Phishing Simulation to raise user awareness and create a powerful Culture

Keep your systems up-to-date:

•Patch operating systems, software, and firmware regularly

Use multi-factor authentication where possible

Regularly change all passwords

•Avoid reusing passwords for different accounts (use a password manager)

Audit user accounts with administrative privileges

•Configure access controls with “least privilege” in mind

Identify critical information assets

•Such as patient / customer database servers; create backups of these systems and house the backups offline from the network

Follow the “3-2-1 Rule” for backups

•3 copies of data (Live, Backup 1, Backup 2)

•2 distinct backup types (e.g. local & cloud)

•1 offsite copy (i.e. cloud)

Review Work from home arrangements



Use a recognised framework for guidance



Framework for 
Cyber Security



Resources / Recommended Media

• Books
– “Zucked” – Roger McNamee
– “The Dark Web” & “The People vs. Technology” – Jamie Bartlett
– “Atomic Habits” – James Clear

• Podcasts
– Darknet Diaries, Hacking Humans, Smashing Security

• Teams – Working from home! https://www.youtube.com/watch?v=-wCyq9oll_o
• Web

– Cyber Essentials https://www.intuity.ie/data-it-security/cyber-essentials/
– Dark Reading www.darkreading.com : Connecting The Information Security Community
– Cyber Ireland https://cyberireland.ie/
– Microsoft Report – Securing the Future, The Cyber Security Climate in Ireland. 

https://info.microsoft.com/rs/157-GQE-382/images/EN-CNTNT-eBook-Securingthefuture-MGC0003544.pdf

• More on NIST
– https://www.nist.gov/cyberframework/online-learning/five-functions
– https://www.secmatters.com/blog/how-to-comply-with-the-5-functions-of-the-nist-cybersecurity-framework

https://www.youtube.com/watch?v=-wCyq9oll_o
https://www.intuity.ie/data-it-security/cyber-essentials/
http://www.darkreadin.com/
https://cyberireland.ie/
https://info.microsoft.com/rs/157-GQE-382/images/EN-CNTNT-eBook-Securingthefuture-MGC0003544.pdf
https://www.nist.gov/cyberframework/online-learning/five-functions
https://www.secmatters.com/blog/how-to-comply-with-the-5-functions-of-the-nist-cybersecurity-framework


NIST Framework for Cyber Security

I D E N T I F Y

• Asset 
Management

• Business 
Environment

• Governance

• Risk Assessment

• Risk 
Management 
Strategy

P R O T E C T

• Access Control

• Awareness & 
Training

• Data Security

• Info Protection 
Process & 
Procedures

• Maintenance

• Protective 
Technology

D E T E C T

• Anomalies & 
Events

• Security & 
Continuous 
Monitoring

• Detection 
Processes

R E S P O N D

• Response 
Planning

• Communications 

• Analysis

• Mitigation

• Improvements

R E C O V E R

• Recovery 
Planning

• Improvements

• Communications



Posters / graphics for increasing awareness


